Disclosure Statement for Integrity Advocate

Students enrolled in this unit are required to sit an online examination to
complete their unit. Deakin has engaged Integrity Advocate to provide online
supervision of the examination.

The purpose of this document is to inform you about the operation of the online
examination and what personal information Deakin will make available to
Integrity Advocate.

Integrity Advocate uses human reviewers assisted by technology to provide
invigilation services that are available 24/7 on all devices, with no plugins or
software installation required. Integrity Advocate will authenticate your identity
and will monitor and video record you and your screen while you complete the
examination. The video will be used to monitor and confirm your activities
during the examination.

Deakin will provide the following Personal Information (PI) to Integrity Advocate:
e your name
e your Deakin email address
The Integrity Advocate Assessment cloud service has the capacity to collect user
information up to and including:

« Photo image of an official photo id (e.g., student ID, passport, driver's
license).

e An image of the student's face (selfie).

o First and Last name of the student.

o Student’s Deakin email address.

o Video feed captured during the exam.

« User device information (browser type, device, desktop image).
All personal information data in Integrity Advocate is created with ‘Time To Live’
characteristic embedded in it that limits the lifetime of the data. Once the
prescribed time span has elapsed, data is automatically deleted. As a default,

recordings are deleted in 24 hours (unless further verification is required) and all
other data in 12 months.
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Deakin may use the information it collects about you from Integrity Advocate to
assess the online examination delivery platform and for research and
publications. You will not be personally identified in any publication. Deakin may
collect the data of your examinations from Integrity Advocate and will retain
these securely in accordance with legal record-keeping obligations.

Information about the collection, use and disclosure of students’ personal
information is available on the Deakin University website or please contact the

University’s Privacy Officer at privacy@deakin.edu.au
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