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Resco is a supplier of anti-hacking software. In 2016, Claimco agreed to pay US$100,000 per annum to 

Resco for five years, for world-wide access to this software, to be used by all of its staff. Payments were 

made promptly in the first two years. The current year’s payment is overdue. 

In spite of the use of the software, Claimco’s monetary transfers were recently hacked and it lost US$4.75 

million. It is trying to recover this through INTERPOL and other sources, but it has been told that there is 

less than a 10% chance of any recovery. 

Claimco has commenced an ICC arbitration against Resco claiming damages for problems with the 

software which it alleges were known by the supplier and an order confirming that it validly terminated 

the contract. In the alternative, it claims damages for reckless or negligent breach by reason of the flaws 

in the program. 

A few days after receiving the ICC Notice of Arbitration, Resco sought to commence an arbitration at the 

Asian International Arbitration Centre (formerly KLRCA) seeking payment of the outstanding 

US$100,000 annual fee. 

The contract between the parties has the following relevant clauses: 

2 Resco is to provide Claimco with state of the art anti-hacking software for five years 
from the date of this agreement. Claimco is to pay an annual fee of US$100,000 for this 
service, to be paid by 31 July in each year. 

… 

5 Damages for any single breach by Resco, other than an intentional breach, shall be 
capped at US$50,000 per breach. 

6 This contract is subject to the CISG. 

7 All disputes are to be resolved by the institution in Kuala Lumpur, which is to use the 
ICC Rules then in force. The IBA Rules of Evidence shall apply.” 

Prior to the hearing, Claimco hears a rumour that Dr Byte, the head of research for Resco, had written an 

internal memo warning that there was a potential security problem with the most recent version of the 

software and that at least US$1.5 million would need to be spent on this to confirm if this was correct and 

fix if necessary. The rumour suggested that Dr Byte also recommended that a warning be given to all 

customers but that Resco management refused to allow the funds for the work given cash-flow problems, 

and did not allow the warning to be given because of adverse publicity concerns.  
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Claimco sought document production of all correspondence and reports between Dr Byte and company 

officers that dealt with concerns raised about software viability. Resco responded saying that there were 

no such documents.  

Dr Byte has since left the company and has refused to attend an arbitral hearing and give evidence. When 

asked by Claimco’s lawyers the reason for the decision not to attend, Dr Byte replied “I am contractually 

bound not to come.” 

At the hearing, the CEO of Resco, Alex Smith, is cross-examined by Ash Brown, counsel for Resco. The 

following are relevant extracts from the transcript of evidence. 

Brown: You had regular meetings with Dr Byte didn’t you? 

Smith: Yes 

Brown: Did these meetings ever discuss possible flaws with software? 

Smith: Not to my knowledge. 

Brown: Did Dr Byte ever ask for money to fix potential software problems? 

Smith: Dr Byte was always asking for money. We would have gone broke if all these requests 

were honoured. 

Brown: So you were not prepared to give money to fix a software problem? 

Smith: What problem? 

Brown: A problem that Dr Byte warned you of. 

Smith: I do not recall such a warning. 

Brown: Don’t recall or deny? 

Smith: I don’t recall. 

Brown: Your company produced no documents between Dr Byte and company officers on this 

issue. How can there be no reports as to software issues? 

Smith: My staff looked and found nothing and I trust them. 
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Brown: Did you check where they looked? 

Smith: No. 

Brown: If Dr Byte was always asking for money, weren’t there reports in support of such 

requests? 

Smith: We had a big clean-out of paperwork a year ago and have put everything in electronic 

form. A search has found no documents that you asked for. 

Brown: Your own expert, in a joint report with our expert prepared at the request of the tribunal, 

has conceded that there is a glitch in the software that would allow this hack to occur. Are you 

aware of this? 

Smith: Yes I am, but it was not intentional and was not even negligent in my view. The hackers 

are getting very sophisticated. 

Brown: The joint report also accepts that the glitch would have been discoverable by vigilant 

investigation and could have been fixed for around US$1.3 million. 

Smith: I have seen the report and cannot comment, as I am not an expert. 

Brown: Are you aware that Dr Byte has refused to come and give evidence, citing some 

contractual impediment. 

Smith: I am not prepared to comment on commercial in confidence arrangements with ex-

employees. 

Brown: Where you involved in negotiating the arbitration clause? 

Smith: It was handled by the lawyers but I kept a weather eye out on discussions. 

Brown: Can you recall what transpired? 

Smith: My recollection is that their lawyer said they wanted ICC Paris and we wanted somewhere 

in Asia and my lawyer put up the draft and said take it or leave it, which was accepted. I wanted 

whatever my lawyer thought was best as I had no experience with arbitration. 
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ISSUE ONE 

At the hearing, the tribunal is notified that an arbitrator appointed by AICA on the separate claim for the 

unpaid fee has heard evidence and has reserved a decision on jurisdiction. Claimco opposed that AICA 

case, arguing that the contract calls for an ICC arbitration, which it noted that it had commenced. Resco 

had argued instead that the contract impliedly called for an AICA arbitration, it being the leading 

institution in Kuala Lumpur, and that the clause simply invited the institution to use ICC Rules rather than 

AICA Rules. 

The tribunal in the ICC case has directed that this issue be dealt with before the merits are addressed, with 

Claimco to argue why this is a valid ICC arbitration and Resco arguing to the contrary. (Assume that the 

ICC Court left this for the tribunal to determine). 

 

ISSUE TWO 

As the tribunal indicated that it is likely to reserve its decision on jurisdiction, it also indicated that some 

part of the merits might efficiently be addressed. The tribunal only wishes to be addressed on whether, in 

the event of a finding of at least negligent breach, it can go further and infer intentional breach on the 

evidence before it, including by way of adverse inferences, so that the damages cap does not apply 

(assume no other relevant evidence of intent). In the event that the cap does not apply, what principles of 

damages calculation should the tribunal apply at a subsequent hearing? Exact figures need not be 

addressed at this stage. 

 

END OF QUESTION1 

                                                           
1 Do not forget to review the rules of the competition. Note that teams must prepare for both Claimco and Resco. 


